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Abstract 
Wireless Sensor Network (WSN) is collection of wireless sensor nodes which works for a goal of monitoring 
physical and environmental conditions.   The wireless environments are prone to attacks by the third party, hence 
trust plays a major role in solving the problem of access control privacy, secure routing and trust based 
communication in the sensor network environment.  Markovian model helps in developing the different state of trust 
in the WSN. Trust solves the problem of providing access control based on the quality of the SNs and their services. 
 
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of ICCTSD 2011 
 
Keywords: Wireless Sensor Network(WSN); Markov Model; Trustworthiness. 
1. Introduction 
WSN is network that consists of large number of tiny nodes which works cooperatively for a particular 
goal. WSN is characterized by small energy constraints.  WSN’s are used for monitoring temperature, 
pressure humidity, lightness etc., and highly dynamic topology in nature. Many researchers work in this 
area top bring out several interesting applications ranging from military ones to environmental ones, 
passing through sanitary applications, domestics, Intelligent Transportation Systems (ITS) [1].  Various 
models have been developed regarding trustworthy architecture.  This paper mainly focuses on modeling 
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Fig. 1. Sensor network architecture 
 
2. Trust analysis 
Trust solves the problem of providing access control based on judging the quality of SNs and their 
services [3]. Trust solves the problem of providing reliable routing paths that do not contain any 
malicious, selfish, or faulty node(s) [4-5]. Trust makes the traditional security services more robust and 
reliable by ensuring that all the communicating nodes are trusted during authentication, authorization, or 
key management [6].  The trust level of node is calculated using either time based past interaction or peer 
recommendation.  While the past interaction is not present (or) the node is newly communicating and 
works for peer recommendation.  The issue of security and reliability is focussed with respect to the 
mobility of the node in the sensor network. 
3. Trust properties 
3.1. Trust model 
 The value of the trust in WSN depends on the security, reliability and mobility of the sensor node as in 
and model is shown in the Fig. 2 [7]. The security model of the node in the trust involves the use of secure 
routing protocol and encryption of packets for routing.  The mobility model of the node in the trust 
architecture involves the use of secured mobility model sensor node. The high trust ensured by secure 
mobility model, and energy consumption of the mobility model.  The trust value in reliability model of the 
node is high when it uses the data fusion of the packets with less energy consumption [8-11]. 
 
 
Fig. 2. Trust model of the sensor node 
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Algorithm for Trust Calculation 
Input: NID  Node id,  St  Security, Rt   Reliability Mt Mobility. 
Output: Ot  Trust value. 
Begin Process 
       Begin branch 
         Calc Ti0: 
          Ti i0=It /(It + Is); 
       If (T0S1) 
         Communicate; 
      End branch 
 Else  
     Begin branch 
         CalC S. 
           St=Au+En; 
       If (StS1) 
         Communicate; 
     End branch  
Else  
     Begin branch 
       CalC Mt: 
        If(node==static) 
         Mt==0. 
       Else 
          Mt=Em+Me 
          If(MtS1) 
         Communicate 
     End branch 
Else   
     Begin branch 
        CalC Rt: 
          Rt=F+Ef 
       If(RtS1) 
          Communicate; 
     End branch 
Else 
    Begin branch 
       CalC Ot: 
        Ot=T0+Mt+St+Rt 
       If (OtS1) 
      Communicate; 
    End branch 
Else 
       Deny 
End process 
Initial Trust value calculation  T0; Total Interaction  It; Successful Interaction  Is; 
Authentication  Au; Encryption of data  En; Security trust value in trust model  St 
Mobility estimation  Me; Energy consumption during the mobility model of the node  Em 
Mobility trust value  Mt; Fusion of data  F; Energy consumption during fusion  Ef 
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The algorithm represents the trust calculation of the particular sensor node [7].   Reliability trust, 
mobility trust, Security Trust is calculated and the overall trust is calculated by summing up the Overall 
Trust Calculation. Here the trust is calculated between -1<x<1 [12]. The Trust Zone involves the value 
between (+10.5), Low Trust Zone, the value is between (0.50) and for Distrust Zone the value is 
(0-1).  The values are obtained from the Trust calculation algorithm. 
 
 
Fig. 3.  Trust based Zone of sensor node 
Fig. 3, represents the Zone wise modelling of trust within the region -1<x<1. The Trusted zone is 
classified as Very high, High trust, Medium trust.  The Low trust zone is classified to Low trust and Very 
low trust.  The Distrust zone is classified as Low Distrust, Medium Distrust, High Distrust, and Very high 
Distrust. 
5. Markovian model for trustworthy architecture 
Markovian model uses variables are independent in nature. They are designed to represent systems 
which remember the past states of the system, dependence of some model of interest. Let X = {Xn} 
represents the past values that are non-Markovian but rely only on a ﬁnite “memory” the systems are 
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5.1. Finite state representation of Markov models 
The Markov model can be shown in term of Finite State Machine (FSM).   The three states of the FSM 
are 
 
State 1: Trusted Communication (S1) 
State 2: Risky Communication    (S2) 
State 3: Hazard Communication  (S3) 
 
In the design of Markovian model the probability of selection of   steps from one state to another is 
given by conditional approach  
 
Probability of choosing p state to q state for n steps  is given by  
Ppq = Pr (Pn=q|P0=p)                                                                                                                        (1) 
 
And the probability of  single-step transition from p to k is given by  
Ppk= Pr (P1=q|P0=p)                                                                                                                          (2) 
For a time-homogeneous Markov chain:    
Pr (Pn=q) = ∑r€s PrqPr (Pn-1=r)                                                                                                          (3) 
S  is the state of the Markovian chain. 
 
Generalised probability of choosing r steps is  
Pr (Pn=q) = ∑rЄs Prq  Pr (P0=r)                                                                                                           (4) 
 
Equations 2, 3 and 4 represent the probability of choosing the next state by the node in the system model. 
 
   S1 S2 S3  
 
  S1 Pr11 Pr12 Pr13 
 
P = S2 Pr21 Pr22 Pr23                                                                  (5)
     
    
  S3 Pr31 Pr32 Pr33 
 
 
    The probability P of  transition from one state to other is represented by the  matrix as given in 
equation 5.        




Fig. 4. Finite state representation with S1, S2 and S3 states 
 
5. Matlab simulation for trustworthy architecture 
 
 
Fig. 5. Matlab model for Finite State machine 
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Fig. 6. State representation simulation in Matlab 
Fig 5, 6 represents the matlab based modelling of the proposed Markovian model.  The finite state 
machine is simulated both in Moore and Mealy based machine. Since the architecture works on both 
present and past interactions it is both simulated in Moore and Mealy based machine.  FSM helps in 
simulating the system based on past interaction. 
7. Discussion  
For the purpose of validating the proposed model, we have designed the FSM in matlab.  The state 
transition from three states is verified.   The Markovian model represents the flexible model for the design 
of proposed system. The system modelled and simulated in Matlab Simulink. Since the trustworthiness is 
based on the both past and present interactions of the node.  The FSM is simulated both in Moore and 
Mealy mode.  Markov chain is represented in a sequence of state in which the state depends on the 
previous state.  In Trustworthy architecture the transition of the states is represented in the Markov chain 
which is classified as trusted, low trust and distrust zone.   
 
8. Conclusion  
     This work proposes a Markovian based model of trustworthy architecture which is hybrid in nature,   
the Markovian model is realised as a Finite State Machine and the results are being simulated for 
validation.   
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